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Congressman Dutch Ruppersberger (MD 2nd District) speaks at
the Army Alliance Dinner in 2015.

About Army Alliance

The Army Alliance is a non-profit civic organization
advocating for the well-being of the programs, people,
and missions of Aberdeen Proving Ground.
Its work is to engage elected officials and government
leadership at the federal, state, and local levels on the
issues, challenges, and opportunities facing Aberdeen
Proving Ground and the surrounding region. This
engagement includes the Army Alliance facilitating
initiatives that support APG and its community in
preparation for any future base realignments.

The Army Alliance is guided by a Board of Directors and
is an all-volunteer organization operating under Section
501(c) (4) of the Internal Revenue Code.

Foreword
A Message from Board Member David Lockhart

T

he word “STEM” has become a buzzword synonymous
with education and the future of the workforce.
Many people, particularly those in education, science, and
technology fields, understand the importance of STEM and
what it means. For military leaders at Aberdeen Proving
Ground (APG), and community and business leaders in the
APG community of interest, STEM means the ability to
fulfill important missions that strengthen national security.

graduated into the workforce. Complicating this picture is
that in 2016, only one in four secondary schools in the U.S.
offers computer programming coursework, according to
code.org. This data point to the fact that we are simply not
producing enough computer science professionals, which has
large-scale national security implications beyond APG.

Industry, government, academia, and school systems must
work together to set the stage for accelerated economic and
technology growth in our region. The Army Alliance and its
partner organizations play a critically important role in this
issue through its advocacy efforts and by informing legislators
and educators about the skills gap. But much more must
be done: Funds raised and devoted to solving this problem,
curriculum developed that engages students at an early age,
and information shared with students and parents about the
tremendous career opportunities available at APG and other
installations in Maryland.

David Lockhart is a
retired Army Officer,
The Army Alliance, in concert with community and business
Army Alliance Board
leaders, has consistently supported STEM workforce
Member, and Boeing’s site
manager at APG. Boeing
development initiatives in our region because we recognize
is a proud supporter of
that the ability of APG leaders to recruit and hire wellthe President’s National
qualified STEM professionals is central to the APG
Science and Math
community’s wellbeing and crucial to our nation’s ability to
Initiative (NMSI).
maintain technological superiority on the battlefield.
Aberdeen High School
was one of four schools
Unfortunately, APG, like many other Army installations,
to benefit from NMSI.
is seeing STEM shortages in key areas – computer science,
Aberdeen High School
engineering, and software development. These shortages come As APG’s missions increasingly become focused on
was recently named
at a time when conservative estimates indicate that up to 25% dominating the cyber domain, our workforce needs to have “School of the Year” for its
the skills and expertise to excel in this area. We are facing a accomplishments with the
of the APG workforce is eligible to retire within 3-5 years,
NMSI project, and was
critical skills gap and as a community, we need to invest in
and at a time when we are seeing unprecedented growth in
nationally ranked as one
our future workforce. The Army Alliance’s Cyber Workforce of the best high schools
the Army’s newest operational domain – cyberspace.
in the country for 2016.
It is expected that 5 billion people and 50 billion devices will Development initiative, a collaborative effort with APG
A wonderful example of
and
other
community
partners
can
play
a
significant
role
in
be online by 2025, according to a recent Microsoft study.
what can happen when
addressing
these
needs,
but
is
only
part
of
the
actions
needed
Nationally, there are over 500,000 open computing jobs right
we invest in our youth.
to address this national security issue.
now, but last year only 43,000 computer science students
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1999

Army Alliance Accomplishments

Secured funding
for the Advanced
Chemistry
Laboratory, a unique
facility at Edgewood
designed for
working with toxic
compounds.

Helped fund the
launch of the Science
and Math Academy
at Aberdeen High
School, which
educates our region’s
future generation
of scientists and
engineers.

Secured funding
for Spinel Armor
program at ARL,
which developed
material with
superior optical
properties and high
hardness.

Helped secure funding for
a facility at Edgewood to
receive, triage, sample,
and screen “unknowns”
with potential of chemical,
biological, radiological, or
explosive configurations.

Advocated for
the Rotorcraft
Survivability and Test
Tilt Table at APG,
which provides new
aircraft survivability
assessment
capabilities to the
Services.

Supported major
construction
of new IT
infrastructure
backbone for
organizations
moving to APG.

Helped fund the creation
of a Homeland Security
Emergency Preparedness
curriculum for MD high
schools, which has
expanded to 25+ schools
across the state.

Secured funding
for the Army Test
and Evaluation
Facility’s high-speed
test track at APG
that dramatically
improves test
capabilities.
Helped advocate
for all phases of
construction.

Ensured a smooth
transition for
organizations and
workers relocating
to Northeastern
Maryland as a
result of BRAC
2005.

The Army Alliance has successfully advocated for over $200 million in

2016

Pushed for funding
to increase the
capacity of the
MD7/US 40/MD
715 interchanges to
handle the projected
increase in traffic
in the vicinity of
Aberdeen Proving
Ground.

Drafted and
advocated for
HB 362, which
established the
Northeastern
Maryland Higher
Education Advisory
Board.

Advocated for the
modernization
of the ARL
Supercomputing
Center. The
new facility will
provide expanded
predictive
modeling and
simulation
capability.

Chesapeake Science & Security
Corridor named “2014 Community
of Excellence” by the Association of
Defense Communities, which is a
testament to organizations pulling
together to make the APG community
a nationally-recognized success.

Worked with APG
organizations to create
a cohesive response to
the Army’s proposed
plan to cut 4,300
positions at APG.

Helped secure
passage of SB 889/
HB1060, establishing
the Regional Additive
Manufacturing
Partnership of
Maryland.

Helped conduct
important outreach
regarding APG’s
research and
development
capabilities in
cyber and initiated
efforts with APG
to address regional
Cyber workforce
development

Advocated for
language inserted
into FY17 NDAA to
allow additional funds
to be earmarked
for removal of
contaminated facilities
at APG.

projects and facilities that benefit the APG defense community.
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Senator Barbara Mikulski, left, visits APG’s additive
manufacturing center at Edgewood Chemical Biological
Center and speaks with scientists, engineers, and
technicians about their projects and capabilities. Photo
courtesy US Army RDECOM.
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Introduction

From Jill McClune, president of the Army Alliance

T

he Army Alliance continues to expand its efforts
to support Aberdeen Proving Ground (APG)
and the region, including increasing our visibility in
Annapolis and on the national level with other defense
communities. Whatever the acronym, some form of
Army reorganization is inevitable particularly since
the release of Department of Defense’s Infrastructure
Capacity Report, March 2016, indicating overall 22%
excess DoD infrastructure – with Army having 33%
excess. As a result, the discussion of a future BRAC
will not abate, increasing the imperative that we
together to maximize DOD’s assessment of APG’s
military value.
Military value is not just an assessment of installation
missions and capabilities, but also community capacity
to support that installation, including transportation
infrastructure, education and workforce development
offerings, workforce availability, garrison support, and
other measures regarding a community’s ability to
meet the installation’s needs. It is about what we do as
a community to support our largest regional employer
and economic engine, and position APG for future
growth – not just sustainment.
The Army Alliance has increased its engagement with
APG leadership to identify key issues of concern and
PAGE 8 | ARMY ALLIANCE 2016 REPORT

to ensure continued discussion of potential issues
through changes in command. These efforts have
identified the essential need for a qualified workforce
for APG in light of expected retirements, particularly
for its cyber missions. We have taken the opportunity
in this report to highlight many of APG’s cyber
activities and our efforts to support them. We are
also working with APG to launch the APG Cyber
Workforce Development Task Force that will identify
and implement actions to help educate, develop, and
grow the cyber workforce in our region. This Task
Force developed from several meetings with APG, the
Army Alliance, and other community leaders and we
hope it will be a model for other collaborative efforts
to address APG and community needs.
As this report will show, the Army Alliance efforts
to support APG and our region are addressing vital
needs. However, we cannot continue these efforts
without continued support from our sponsors, growth
in the number and level of sponsors, and increased
collaboration with regional organizations. Please
participate in our efforts as a sponsor and volunteer.
We can’t keep up the good work without you.

Work of the Army Alliance

A

PG is the anchor of our region’s
economy as its largest employer
with over 21,000 civilian, military,
and contractor employees supporting
over 100 federal tenants and satellite
offices. Consider the 100 defense+ firms
now located in the vicinity of APG that
employ more than 6,000 people, and the
economic impact of APG on Maryland is
clearly significant.

The efforts of the Army Alliance are
increasingly important as the DoD
budget shrinks and the potential for
another Base Realignment and Closure
(BRAC) looms on the horizon. To
address these concerns, we target matters
that either address APG’s challenges or
expand the capacity of APG and our
community to support APG’s current and
future missions.

Together, the commercial and
government organizations of the APG
community provide critical capability to
the Army and have helped APG grow
into one of the most important centers
for science, technology, and acquisition
within the Department of Defense. As a
community, we cannot take this incredible
asset for granted. It must be nurtured.

These topics may include new roads
for commuters to travel, or expanded
educational opportunities, or new
facilities and equipment brought to APG.

It is the Army Alliance’s mission to
protect APG’s capabilities and its
contributions by coordinating across
regional interests and organizations to
ensure that APG’s needs and concerns are
heard by the appropriate parties. By doing
so, the Army Alliance helps to preserve
APG as a cornerstone for national
excellence in research, development,
test & evaluation, and logistics and
sustainment.

Governor Hogan, center, signs SB 882, on expanding
additive manufacturing in the APG region. Senator JB
Jennings, the bill’s sponsor, is standing behind Hogan
next to Army Alliance’s Annapolis advocate Bryson
Popham.

This year, we placed additional focus
on raising the visibility of the APG’s
significant contributions to address
the challenges brought about by
vulnerabilities in the cyber domain. We
also undertook multiple efforts that will
impact the future workforce, and we
advocated for legislative changes that will
help APG improve its infrastructure.
The following pages highlight some
of our past successes and our current
initiatives both in Annapolis and
Washington, D.C. and demonstrate our
continued vigilance and advocacy on
behalf of APG and our community.

Army Alliance sponsor Mike Parker talks with
CECOM Deputy to the Commander Larry
Muzzelo at the Army Alliance luncheon.

Work of the Army Alliance
Cyber Advocacy

C

yber security is widely regarded as one of the
most pressing issues of the 21st Century. By
2025, it is expected that almost 5 billion people
and 50 billion devices will be online, 75% of which
will originate from emerging economies, according
to a recent Microsoft study mentioned previously in
the Foreword. In this time period, we will also see an
enormous evolution in technology – and a matching
evolution in cyber threats. As we become more
sophisticated in defending against cyber attacks, our
enemies will become more sophisticated in launching
them.

information exchange regarding R&D efforts and
future procurements, and appropriate facilities
and equipment. Additionally the Army Alliance is
working to increase visibility of APG capabilities and
contributions in the cyber domain on the State and
national levels.

The Army Alliance is committed to working with
organizations at APG to continue to grow this
mission area by advocating at the state and national
levels for resources to strengthen the infrastructure
that underpins this mission area – a ready workforce,
continuing education and certifications, increased

a shortage of skilled technical workers due to the
increased cyber requirements as well as an expected
significant retirement rate in the coming years. This
event was held in March and initiated the APG Cyber
Workforce Development Task Force.

This year, the Army Alliance worked closely with
APG leaders to create two major events at APG
focused on cyber security. Cyber Day, held in January,
brought together officials from federal, state, and local
government agencies to discuss cyber capabilities in
Maryland. Participants included US Cyber Command,
Army Cyber Command, and many organizations
Organizations at APG conduct research and develop
technologies that allow the armed forces to successfully headquartered at APG. Its purpose was to explore
innovations in cyber technologies and to identify areas
operate in cyberspace. This is a tall order, and it
of collaboration among government agencies.
requires an expert workforce with backgrounds in
computer science, information assurance, network
The second event was a discussion on APG Workforce
security, and electrical engineering, as well as state-of- Development needs, which included leaders from
the-art equipment and facilities.
APG, academics, and private employers. APG is facing

PAGE 10 | ARMY ALLIANCE 2016 REPORT

Army Alliance
Board Member
David Lockhart
(right) speaks at the
recent Cyber Day
held at Aberdeen
Proving Ground
where defense
leaders in cyber
came together to
discuss capabilities
and collaborations.
Dr. Patrick Baker,
director of Army
Research Lab’s
Survivability/
Lethality Analysis
Directorate. Photo
courtesy U.S. Army.
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Work of the Army Alliance
2016 Federal Accomplishments
Inserted Language into NDAA for
Demolition of Contaminated APG Facilities

S

ince World War I, the Edgewood Area of Aberdeen
Proving Ground has been home to the country’s
primary chemical and biological defense research and
development centers. Approximately 200 buildings at
Edgewood were dedicated to supporting this mission.
In these buildings, scientists and engineers worked with
the world’s most toxic materials. Today, many of these
buildings stand vacant, replaced by modern facilities.

So far, 118 buildings/structures, totaling 538,000 square
feet, have been demolished. There are another 3.6 million
square feet of facilities that need to be demolished, which
will cost approximately $646M through Fiscal Year 2023.
This high price tag is due to the cost of demolition and
abatement of a building contaminated with chemical or
biological warfare materiel, which ranges from $350-$450
per square foot, compared to a typical square foot cost of
$15 for a non-contaminated building. Due to their age
and required continued facility operation, these buildings
still drain limited financial resources to maintain (just one
building is over $600K annually) and could pose a future
safety and/or environmental risk if they are not addressed.
The Army Alliance successfully advocated for increased

funding in the National Defense Appropriations Act
(NDAA) to the Department of Defense Facilities
Reduction Program for demolition at Aberdeen Proving
Ground. FY2017 looks even more promising with
potential APG specific language requiring a targeted plan
to address the destruction of these buildings.
Achieved Increase in Budget Request for
National Defense Education Program (NDEP)

N

DEP funding provides the Aberdeen educational
community a critical link to practicing scientists
and engineers at Aberdeen Proving Ground. These
professionals provide subject matter expertise to teachers
and mentoring to students. Regular contact with
professionals working in research and technology is a
proven tactic for ensuring that the next generation pursues
STEM subjects in college and career, and thus ensuring
that APG organizations can fulfill their missions. The
NDEP program is unique in that is provides funding for
government staff salaries so that STEM professionals
can participate in educational programs during the work/
school day.
For several years, the Army Alliance has been advocating
for continuation and increase in funding for NDEP,
despite recent consolidation of STEM education funds
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by the Obama Administration. The message has gotten
through, because the President requested $10 million
over the Army alliance’s request last year. This year, we
have been advocating for supporting the President’s
budget request of $69,345,000 for the NDEP program.
Additionally, we are requesting that should there be
legislative discussions regarding the scope of the program
that no language be added that would limit the funds to
only benefiting children of DOD families.
Ensured Alignment Between JROTC Funding
and Programs

T

he Army Alliance is advocating for increasing
the funding level of Army Junior Reserve Officer
Training Corps ( JROTC) to be more in line with
historical budgetary figures and to help close the gap
between the size of the
On left: Students from
program and funding.
Harford and Cecil Counties
In fiscal year 2007,
participated in an APG STEM
$340M was allocated
Expo. Here, students view
the Cerberus from PEO
by the Department
IEW&S, a highly mobile,
of Defense for the
dedicated sensor suite/
roughly 3,300 units in
platform, optimized for
the JROTC program
the perimeter security and
border surveillance mission.
at that time. These
Photo courtesy U.S. Army.
units span the US, its

territories and overseas. Today there are approximately
3,500 units in the JROTC program yet the budget is
half of what it was in 2007. As such there is insufficient
funding to support the current number of units, let
alone the increased number of programs now permitted.
Besides teaching students character education, student
achievement, wellness, leadership, and diversity the
benefits of JROTC units on their local communities
is well documented in higher attendance, standardized
test scores and higher graduation rates and lower
discipline issues and students dropping out of school.
It is important that we provide support to this critical
program.

Harford and Cecil County public schools do not have a
JROTC program in any of their schools, while both are in
close proximity to the third largest military installation in
Maryland. Harford County Public Schools has recently
provided approval to proceed with the application for
a JROTC program. However, with funding levels
insufficient to support even the current number of
JROTC units across the nation, there is concern that
funding will not be available to contribute to a Harford
County JROTC program or even sustain this beneficial
and highly impactful program at the national level. The
Army Alliance will continue to work and support this
initiative on the state and federal levels.
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Work of the Army Alliance
2016 State and Local Accomplishments
Achieved unanimous passage of
SB882; allows RAMP MD changes

T

he Regional Additive Manufacturing
Partnership of Maryland (RAMP MD)
RAMP MD is a consortium of private
businesses, educational institutions, and
governmental agencies, working together
to provide businesses access to additive
manufacturing facilities, equipment, and
expertise, build the manufacturing base, and
educate a supporting workforce. RAMP
MD was formed by the Maryland General
Assembly in 2014 to expand the state’s
capabilities in additive manufacturing. The
Army Alliance actively helped legislators
understand and pass this legislation. Through
RAMP MD, companies partner with the U.S.
Army Edgewood Chemical Biological Center,
which has some of the most advanced additive
manufacturing capabilities in the nation
and has been using additive manufacturing
technology for over 25 years. Senate Bill 882
established RAMP MD as its formal name
and changed the composition of the Board
of Directors to include more manufacturers.

RAMP MD currently holds partnership
agreements with over 15 industry partners and
is in the process of negotiating more. RAMP
MD also works with Maryland educational
institutions to develop pathways into hightech, high-pay additive manufacturing careers.

Photo Below: Maryland Congressman
Andy Harris (MD District 1) listens to APG
Advanced Manufacturing Lead Mark Schlein,
and was keynote speaker at RAMP MD’s
recent Symposium on Bio-Medical Additive
Manufacturing.

Advocated for Passage of HB854,
SHA Relocation of Utilities

R

elief may be in sight for Harford County
in paying the cost of relocating water and
sewer lines for BRAC-related transportation
projects around Aberdeen Proving Ground.
The Army Alliance advocated for the passage
of HB 854, which requires the State Highway
Administration to provide estimated costs
for the utility relocation, and find additional
funding sources.

The State Highway Administration is
currently performing numerous BRAC and
other federally funded road construction
projects in Fort Meade, Aberdeen, and other
areas. For most of the projects, SHA is sharing
in the cost of relocating water and sewer
lines. However, for the project in Aberdeen,
SHA is requiring Harford County to pay the
entire cost of relocating water and sewer lines
based on existing utility ownership rules. The
Army Alliance is working to decrease local
expenditures and create a new payment model.
This bill passed the House and Senate and was
signed into law at the end of April.

Provided Expertise to State-wide
BRAC Advisory Group

B

ecause of the continued DoD budget
pressures, military communities across
the country are fighting to protect and retain
all activities at their local installation. With
further reductions to the DoD budget coming
and the potential for another BRAC looming,
it is more imperative than ever that Maryland
installations band together to protect assets.
The Army Alliance, with its deep knowledge
and experience in guiding APG through
several BRAC processes, was tapped, along
with other BRAC experts around the MD, to
participate in a State-wide BRAC Advisory
Group established by the Maryland Military
Installation Council (MMIC), which will
focus on threats and opportunities associated
with uncertainties in the defense budget.

of reviewing and conducting risk assessments
to determine which infrastructure sectors are
at greatest risk of cyber attacks, and develop
recommendations for Maryland to enhance
its cybersecurity measures. The Army Alliance
successfully advocated for APG representation
on this council (Anthony Lisuzzo, Army
Alliance director/Booz Allen Hamilton;
Mary Ann Lisanti, State Delegate; and
Henry Muller, CERDEC, director) and will
continue to support its work as it creates a
comprehensive plan to ensure a coordinated
and adaptable response to and recovery from
cybersecurity attacks.
Below: Maryland Commerce Secretary Mike Gill
chairs the Maryland Military Installation Council
and works closely with the Army Alliance in
advocating for Maryland’s defense community.
Photo Dept. of Commerce.

Participated in Maryland
Cybersecurity Council

I

n 2015, the Maryland General Assembly
established the Maryland Cybersecurity
Council, a state-wide group of business and
government executives charged with the task
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The Army Alliance and
other civic organizations
committed to
continuing to partner
with the Chesapeake
Science and Security
Corridor (CSSC), which
is focused on building
the science and
technology industrial
base in Maryland.

Harford County Executive Barry Glassman speaks
at the annual Military Appreciation Luncheon
hosted by the Harford Chamber of Commerce.

Bryson Popham, left, Jill McClune, center, and
Maryland Senator JB Jennings, right, at the Army
Alliance annual dinner.

Work of the Army Alliance
2016 State and Local Accomplishments
Shared APG Success Stories with State Representatives

J

ill McClune, Army Alliance President, had the privilege of
speaking at the Maryland Association of Counties (MACo)
Summer Conference on a panel titled “Maryland’s Federal
Footprint - Counties Hosting Major Federal Sites.” on Saturday,
August 15, 2015 in Ocean City Maryland. The panel was moderator
by Anne Arundel County Executive Steve Schuh and was led by
Congressman Dutch Ruppersberger, a longtime supporter of the
Jill McClune (standing) leads discussion
on APG employment at the recent
MACo conference.

Army Alliance and APG, as well as representatives from Southern
Maryland Navy Alliance (Robert Wirt, Executive Director) and
the National Security Agency ( Judith A. Kain Emmel, Associate
Director for State, Local and Community Relations).
Similarly, the Army Alliance in collaboration with the Maryland
Department of Commerce, Office of Military & Federal Affairs
(OM&FA), took the lead to host a Maryland Military Alliances
event during the Maryland General Assembly on March 22nd.
Commerce Secretary Mike Gill; Michael Hayes, Director, Military
and Federal Affairs, and Jill McClune, Army Alliance President
had an opportunity to brief each of the party caucuses for both
the Maryland Senate and House of Delegates before a lunch
time open house catered by Mission BBQ. Despite the very busy
legislative agenda that day, there was an excellent turn out and
strong engagement between the elected officials and the alliance
representatives in attendance.

The Army Alliance with its existing representation in Annapolis
from Bryson Popham offered to help coordinate such joint events
in the future as all the Maryland Alliances look to work together
again as part of Team Maryland to protect and potentially grow our
military assets in the State.
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Aberdeen Proving Ground Missions

A

s APG prepares to celebrate its 100th
anniversary, the APG community is
looking back at the installation’s remarkable
contributions. Many technologies that originated at the
installation have had impact on a global scale. Modern
computing traces its roots directly to the Ballistics
Research Laboratory, now part of Army Research
Lab, where APG employees were looking to speed up
calculations of firing tables. High-speed photography
came from the need to capture images of projectiles in
flight. APG scientists developed the capability to capture
images with durations of one-microsecond. The concept
of “sniffer dogs” or dogs that could detect explosives
came from APG. Even
the Internet has roots at
APG via the ARPANET,
which was the first
modern network.
While APG has served as
the Army’s primary test
facility since its inception,
it now hosts commands
and mission areas that
span the entire lifecycle
of materiel development.
Over its 99-year history,

Col. James Davis assumed command
of the APG Garrison in 2015.

APG evolved into a hub of research, development, test,
and evaluation activity for the joint services. APG is
now one of the most diversified military installations
in the United States and the work that takes place at
this 72,000-acre complex touches almost every aspect
of US military operations, and one of its largest, with
over 21,000 employees and about $6.5 billion in annual
economic activity.

On right, Maryland
Delegate Mary Ann
Lisanti, left, Army
Alliance’s David Lockhart,
middle, and PEO C3T
Director of Cyber Dr.
Portia Crowe, right,

Home to the world’s leaders in research, development,
testing, and evaluation of materiel, APG military and
civilian personnel profoundly impact the way that wars
are fought. The missions of APG fall into six primary
categories: test and evaluation, C4ISR (Command,
Control, Communications, Computers, Intelligence,
Surveillance and Reconnaissance) including cyber,
research and development, medical, personnel security
investigations, and chemical and biological defense.

participated in a forum

APG Works at the Forefront of Cyber
Technology

General Assembly and

K

eeping information networks protected from cyber
threats is a challenging job for any organization,
requiring constant technology updates and architecture
reviews to address vulnerabilities and defend systems.
For the U.S. Army, which operates networks spanning
from office buildings at the Pentagon to warfighters
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initiated by the Army
Alliance for the Maryland
General Assembly,
Joint Committee
on Cybersecurity,
Information Technology
and Biotechnology.
Members of the Maryland
Commerce Department
met with Army leaders
and toured high-tech
laboratories to gain a
better understanding
APG’s cyber work. Photo
U.S. Army RDECOM.

APG Missions
From page 18

in the theater, securing communications
requires the constant development of
technology specifically designed to defend
its wide-reaching networks, keep systems
operational, and enable soldiers to be as
successful as possible. Cyberspace is the
newest Department of Defense operational
domain and soldiers are just beginning to
learn how to operate in this space.

Aberdeen Proving Ground is unique in
that its organizations work across the entire
lifecycle of materiel development. Nowhere
is that more evident, and important, than
in addressing the Army’s cyber materiel
needs. Two APG-based Program Executive
Offices work to develop requirements
and acquisition strategies for new cyber
technologies. Scientists and engineers at
the Army Research Laboratory (ARL)
and the Communications-Electronics
Research, Development, and Engineering
Center (CERDEC) then conduct research
and development to fulfill these cyber
requirements. ARL and CERDEC are
both part of the APG-based Research,

Development, Engineering Command
(RDECOM). Once a technology reaches
the prototype stage, these RDECOM labs
collaborate with testing and evaluation
expertise at APG’s Army Test and Evaluation
Command. Once the technology is fielded,
the Communications-Electronics Command
manages and executes its sustainment for all
Army network systems and cyber capabilities.
The seamless collaboration, brought about by
organizations’ co-location at APG, is critical
to the Army’s ability to maintain dominance
in the cyber domain and to ensure that
communications stay safe and uninterrupted.
The Army’s Longest-Serving Test
Facility

A

berdeen Proving Ground (APG) has
a rich history in military testing going
back to 1917, making it the Army’s oldest
testing ground. BRAC 2005 consolidated
the headquarters and decision-makers in
the test community at APG. The Army Test
and Evaluation Command (ATEC) has
overall responsibility for developmental and

PAGE 20 | ARMY ALLIANCE 2016 REPORT

APG Supports Across Army
Cyber Lifecycle

T

o provide cyber warriors the tools
they need, the Army is executing a
coordinated approach to the development,
procurement, delivery and sustainment
of cyber technology, each stage of which
is supported by members of the APG
community.
•
•
•
•
•
•
•
•

Cyber capability researching and
prototyping
Providing engineering solutions to
defend the network
Equipping the cyber force
Procuring and delivering tools
for defensive and offensive cyber
operations
Cyber testing across Army acquisition
organizations
Sustaining fielded equipment
Training the cyber workforce
Information Assurance Vulnerability
Alert (IAVA) patching of tactical systems

Maj. Gen. Daniel L. Karbler (left) assumed command of the
Army Test and Evaluation Command from Maj. Gen. Peter D.
Utley (right) in 2015.

operation testing of equipment
for all branches of the military
and employs about 10,000 people
worldwide, who plan, integrate,
and conduct experiments in
support of developmental testing,
independent operational testing,
and independent evaluations and
assessments.

ATEC conducts testing and
evaluation early in the acquisition
lifecycle, including in the cyber
domain, which includes software/
hardware updates. Nearly all
components within ATEC’s
defense inventory are softwareintensive systems. These require a
proactive approach to maintaining
security requirements so that the
Army’s network-enabled systems
are secure in the cyber battle
space.
In order to support the
modernization of Force 2025,
ATEC is engaged by Army

stakeholders in the development
phases to test against security
requirements early, rigorously,
and at the system-of-system level
in order to truly understand the
security impacts of each major
software drop, hardware change,
and integration of systems.

ATEC’s Army Evaluation Center
conducts combatant command
network assessments annually
and produces vulnerability and
penetration assessments. These
inform AEC’s customers’ risk
mitigation recommendations.

ATEC’s Joint Test Element
generates non-materiel solutions
to urgent, specific, joint warfighter
problems through a short-term,
rigorous test process resulting in
recommendations for doctrine
change across services.
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APG Missions and Organizations
APG Home to the C4ISR Community

C

4ISR stands for Command, Control,
Communications, Computers, Intelligence,
Surveillance and Reconnaissance and is the term used
to describe the organizations collectively responsible
for the life cycle of C4ISR systems found across the
spectrum of military operations. Together, C4ISR
systems help warfighters maintain situational awareness
in the battlefield and provide a common tactical picture
to commanders, collect and disseminate information
for decision making, synthesize operations, and permit
the rapid gathering and exploitation of intelligence.
Examples of C4ISR systems include high-frequency
radios, night vision goggles, battlefield sensors and mine
detection sets. C4ISR organizations are responsible for
the research, development, acquisition, and management
of these electronic systems and also develop software
and applications for use in the field.

information and technology edge to operate, fight, and
win anywhere, against any foe, at any time.

CECOM

PEO C3T develops, acquires, fields and supports
the Army’s tactical communications network and is
charged with the defensive cyber mission. Within
PEO C3T, the Cyber Operations/Chief Information
Office (CIO) provide a full spectrum, system of systems
approach to the delivery of defensive cyber solutions
and implementation of cyber operations for the tactical

The U.S. Army Communications-Electronics
Command (CECOM) ensures the readiness of complex
Command, Control, Communications, Computers,
Intelligence, Surveillance, and Reconnaissance (C4ISR)
capabilities. CECOM maintains these critical systems
so that our Army and Joint partners have a decisive

On right, an engineer
adjusts instruments at

CECOM’s cyber role is to provide operational readiness
of systems that comprise the Army’s tactical networks
and enable the Army to defend the security posture
of systems that the commander relies on to execute
the fight from the front lines to the sustaining base.
CECOM performs this role by providing supply,
maintenance & sustainment support of C4ISR systems.
Cyber specific functions include: Maintenance of
C4ISR System Software; Cyberspace Operations
Training; Electronic Warfare System Reprogramming;
Software Assurance; System Engineering of Post, Camp
& Station Networks; and Communications Security
Equipment Maintenance.

the Communications-

PEO-C3T

maximum function
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Electronics Research
Development and
Engineering Center’s
(CERDEC) recently
opened anechoic
chamber, which allows
the Army to test radio
frequencies used by
Soldier technologies
using larger and mobile
vehicle-mounted
systems, allowing
while maintaining
accurate performance
measurement. Photo
Courtesy U.S. Army
RDECOM.
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APG Missions
From page 22
communications network, crypto devices,
tactical radios and mission command assets.
As cyber attacks pose an increasingly complex
and greater risk to the Army’s tactical
network, the office collaborates with critical
partners across the community to address
the immediate and future information
technology needs and requirements of
the PEO, Army, and Department of
Defense, while empowering soldiers with
the tools to conduct robust cyber defense
across the tactical network. The five lines

of cyber efforts include: improving and
maintaining a resilient, adaptable architecture
and engineering plan; establishing and
implementing cyber processes to include
software assurance and security operations;
evaluating and coordinating capabilities
and solutions to include a holistic
approach to patch management, defensive
cyber operations and cyber situational
awareness; focusing on workforce cyber
development; and training and maintaining
communications with external organizations.

Gary Martin, PEO-C3T,
center, briefs LTG Joe
Anderson, Deputy
Chief of Staff G3/5/7,
second from left, when
he visited APG for
a tour of PEO C3T’s
portfolio of products
including Command Post
Computing Environment
and WIN-T.

PEO IEW&S
PEO IEW&S develops and integrates
sensors and sensor data across multiple
technologies ensuring that warfighters have
a complete understanding of the battlefield.
To support cyber operations, PEO IEW&S
conducts the offensive cyber support mission.
PM Electronic Warfare & Cyber, which is
one of six organizations in PEO IEW&S,
works to acquire integrated intelligence,
electronic and cyber warfare capabilities that
provide spectrum and cyberspace superiority
to enable freedom of maneuver on the
battlefield. One of the strategic priorities for
PM EW&C is the Emerging Army Cyber
mission, offensive cyber niche, and tactical
sensors as cyber enablers.
EW&C focuses on cyber electromagnetic
activities, leveraged to seize, retain, and
exploit an advantage over adversaries
and enemies in both cyberspace and
the electromagnetic spectrum, while
simultaneously denying and degrading
adversary and enemy use of the same and
protecting the mission command system.
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PEO IEW&S covers five key areas within the cyber
spectrum:

• Foundational infrastructure and big data analytics
• Offensive cyber operations, tactical military
communications, critical ground force systems, and
support infrastructure
• Active defense hunt, response actions, and dynamic cyber
defense
• Cyber situational awareness sensing
• RF-enabled cyber at the tactical edge
The Army’s Center for Research and
Development

A

PG is home to the Army Research, Development and
Engineering Command (RDECOM), which is the
Army’s primary technology developer, with eight major
laboratories and research, development and engineering
centers. Every day, RDECOM scientists and engineers
at APG discover something new about the world we live
in. These discoveries are resulting in more lightweight
materials, longer-lasting batteries, new ways of removing
contamination, better protective gear, and better situational
awareness.
In the cyber domain, RDECOM ensures the dominance
of Army capabilities by creating, integrating and delivering

Army Research Laboratory
postdoctoral fellow Dr. Sasha
Teymorian uses proteins
to generate luminescence
in various forms during an
experiment at APG. Photo US
ARMY ALLIANCE 2016 REPORT | PAGE 25
Army RDECOM.

From page 24

Army Research Lab engineers are working to cut
down on brain injuries football players suffer, by
designing and prototyping a new helmet tether
that acts like a shock absorber when a player’s
head is suddently whipped backward. Photo U.S.
Army RDECOM.

• Provides sophisticated capabilities for offensive
technology-enabled solutions to our Soldiers.
RDECOM’s Army Research Laboratory is also a and defensive cyber operations.
• Enables the aggregation of offensive and
significant contributor to cyber research:
defensive cyber information to increase and
• Explores novel approaches, such as optical
enhance network threat and mission awareness
and quantum networks, to make battlefield
through cyber situational awareness tools.
communications stealthier and harder for the
•
Researches, develops and tests internetadversary to intercept and exploit.
connected tactical device challenges like threats
• Creates scientific foundations for cyber
to voice, video, and data services; malicious
security, theories, and models that help
code disruptions that exploit unknown
engineers build tools to efficiently detect and
vulnerabilities; information sharing across
defeat cyber attacks.
security boundaries; intrusion detection; user
authentication; cryptography; and biometric
• Researches new techniques, such as rapidly
capabilities.
changing structure and properties in ways the
adversary finds hard to observe and understand • Provides cyber resilience to Soldiers through
continued information superiority by ensuring
in order to better resist cyber attacks.
mission critical information is available,
• Develops models of human cognitive processes
connected and secured during information
to learn how cyber analysts can effectively gain
warfare attacks and unintentional disruptions.
insights into sophisticated cyber attacks.
• Researches technologies for overseas
contingency operations and implements
RDECOM is also home to the
standardized software frameworks and
Communications-Electronics Research,
specifications to reduce operator-training
Development and Engineering Center
requirements, and the timelines and costs of
(CERDEC), which is focused on applied
developing new capabilities.
research and development of new cyber
technologies:
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The Nation’s Chemical and
Biological Defense Center of
Excellence

T

he Edgewood Area of Aberdeen
Proving Ground is known worldwide
for its expertise in chemical and biological
defense. BRAC legislation validated this
by creating the Chemical and Biological
Defense Center of Excellence at Edgewood
and consolidating program management
and acquisition functions at Aberdeen
Proving Ground in order to be co-located
with the research and development
functions of the community. These missions
encompass life-cycle responsibility for
the safety and defense of warfighters,
civilians, and the nation against chemical,
biological, radiological, nuclear and
explosives threats. Organizations that make
up this capability include: 20th Support
Command, Edgewood Chemical Biological
Center, Program Manager for Chemical
and Biological Defense, Medical Research
Institute for Chemical Defense, 22nd
Chemical Battalion, and the 1st Area
Medical Laboratory, which deploys world-

wide to perform surveillance, confirmatory
analytical laboratory testing, and health
hazard assessments of environmental,
occupational, endemic, contamination, or
explosive threats.
Army Centers of Excellence for
Medical Research and Health
Promotion

A

PG is home to the U.S. Army Public
Health Command and the U.S. Army
Medical Research Institute for Chemical
Defense (MRICD), both focused on aspects
of soldier medicine. The Public Health
Command has the mission to promote
health and prevent disease, injury, and
disability of Soldiers and military retirees,
their families, and Department of the Army
civilian employees. MRICD conducts basic
and applied research in the pharmacology,
physiology, toxicology, pathology and
biochemistry of chemical agents, and
medical countermeasures.

Military and civilian leaders gathered in 2015 to
mark the ribbon-cutting of the new Medical Research
Institute of Chemical Defense (MRICD) research facility
at the Edgewood Area of APG. Photo U.S. Army.
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APG Missions and Organizations
Army Materiel Systems Analysis Activity (AMSAA)

A

MSAA’s analysts provide military
systems analysis across the materiel
lifecycle to inform critical decisions for
current and future warfighter needs.
AMSAA’s analytical capabilities focus
on six areas of cyber: electronic warfare,
C4ISR, maneuver, fires, logistics and
soldier systems. Through the use of
certified performance data, credible
methodology and timely relevant analyses,
AMSAA provides key input to Team
APG, Army, and DoD decision makers
in support of both current operations
and transformation programs. AMSAA
conducts a variety of cyber analyses to
include:

Lt. Gen. Patricia D. Horoho (center) U.S. Army Surgeon
General and commander of the U.S. Army Medical
Command, joins John Resta, director of the Army Public
Health Center, and Col. John Teyhen, deputy director for the
Army Public Health Center, as they break ground on a new
$210 million laboratory facility on the Edgewood area of
Aberdeen Proving Ground. Photo courtesy U.S. Army.

• Developing cyber risk methodology
in order to include cyber risk as part
of Analysis of Alternatives and trade
studies it conducts for the Army.

• Integrating cyber and EW in our
modeling and simulation (M&S) to
appropriately characterize performance
in these environments, a significant gap
in Army analysis today.
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• Developing a virtual “smartbook” that
identifies effectiveness of various cyber
initiatives/tools/vectors against a variety
of targets that will enable weaponeers
and targeteers to maximize defeat of
enemy targets.
As the Army Materiel Command’s
analytic arm, AMSAA ensures that
relevant data, modeling and simulation,
methodologies, and skill sets support
Army modernization by providing
systems analyses in support of acquisition
decisions. AMSAA also executes a number
of other unique mission functions to
provide responsive and quality support to
its customers across APG, the Army and
DoD.
Photo on right: APG’s cyber mission is
focused on supporting soldiers such as
those pictured on right, with the tools –
hardware, software, and systems – that
they need to conduct operations in the
cyber domain. Photo courtesy U.S. Army.
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Supporting the Army Alliance
The Army Alliance is grateful for the support of its granting agencies and
sponsors. Together we help the APG defense community strengthen and grow.
Maryland Department of Commerce
The mission of the Maryland Department of Commerce is to create, attract,
and retain jobs and promote Maryland’s vibrant business culture.

Harford County Government
Harford County Government works to foster economic opportunity, develop
efficiency in government, provide environmental stewardship, and ensure
public safety for its citizens.

Cecil County Government
The mission of Cecil County Government is to deliver essential services to its
citizens and enhance the County’s heritage, environment, and quality of life.

Army Alliance President Jill McClune
and MD Sec. of Commerce Mike Gill
at Maryand Alliances Annapolis Open
House.

City of Aberdeen
Positioning itself as “Northeastern Maryland’s Research and Development
Headquarters,” Aberdeen has transformed the local business environment
into a high-tech center.
Town of Bel Air
Known as “The Heart of Harford,” Bel Air is home to various county and
state agencies, regional medical facilities, and recreation opportunities.

City of Havre de Grace
With the slogan, “Unique on the Chesapeake,” Havre de Grace offers the
authentic Chesapeake Bay experience, with boating, shopping, and dining.
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Maryland Delegate Andy Cassilly and
SURVICE Engineering’s Jim Foulk at an
Army Alliance sponsor event.

Army Alliance Four-Star Sponsors

✯✯✯✯

✯✯✯✯

Battelle Eastern Science
and Technology Center

Booz Allen Hamilton Inc.

KatzAbosch

4692 Millennium Drive
Belcamp, MD 21017-1544
(410) 297-2500
www.boozallen.com

109 N. Main Street, Suite C
Bel Air, MD 21014
410-838-5717
www.katzabosch.com

1204 Technology Drive
Aberdeen, MD 21001
(410) 306-8500
www.battelle.org

Three-Star Sponsors

✯✯✯✯

Mary Beth
Stapleton, left,
Harford County
Public Schools,
and Karen Holt,
right, Harford
County director
of Economic
Development, at
an Army Alliance
sponsor event.

Beetle Smith, left, Jill McClune,
center, welcome Brian Simmons and
Sigmatech as a sponsor.

Deb Thedford, of ECBC, left, and
Nicole Funk, right, of Booz Allen,
attend the Army Alliance dinner.
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Army Alliance, Inc.

2021 Pulaski Highway, Suite D • Havre de Grace, MD 21078
410.838.ARMY (2769)
www.armyalliance.org
©Army Alliance, Inc.

This publication is produced annually by the Army Alliance.
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